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. , , EIGamal [8]
. ,





. , $[10, 4]$
. , . - ,









. 2 , . 3
Shamir [16], $\mathrm{B}\mathrm{l}\mathrm{u}\mathrm{m}- \mathrm{M}\mathrm{i}_{\mathrm{C}}\mathrm{a}\mathrm{l}\mathrm{i}[3],$ $\mathrm{B}\mathrm{l}\mathrm{u}\mathrm{m}-\mathrm{B}\mathrm{l}\mathrm{u}\mathrm{m}- \mathrm{S}\mathrm{h}\mathrm{u}\mathrm{b}[2],$ $\mathrm{p}\mathrm{a}\mathrm{t}\mathrm{e}\mathrm{l}[13]$
, . ,
Yao [$1\eta$ . ,
. ,
.
. $k_{p}$ , $k_{\theta}$ , $r$ , $m$
, $c$ , $E$ $D$ .
$c=E(k_{\mathrm{p}},m,r)$ and $m=D(k_{p}, k_{s},c)$ .
.
$m=D(k_{p}, k_{\epsilon},E(k_{p},m,r))$ .
, $k_{\mathit{8}}$ $k_{\mathrm{p}}$ , $k_{\epsilon},r$ $R(k_{\mathrm{p}’ s}k,r)$
. $R$ .
$m=D’(k_{p},E(k_{p},m,r), R(kk\epsilon’ r)\mathrm{P}’)$




$(m_{1},c_{1}, R(\cdot, \cdot,r_{1})),$ $(m_{2}, c_{2}, R(\cdot, \cdot, r_{2}))$ , ..., $(m_{i}, c_{i}, R(\cdot, \cdot,r_{i}))$ $c_{i+1}$
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$m_{i+1}$ , $R(\cdot, \cdot,r_{i+1})$ . , $R$
.
, , $R$
, $R$ . .
, $r$ $r_{i+1}=f(r_{i})$ $f$ . $f$ $r_{i}$
, $\{r_{i}\}$ .
, $f$
. , , EIGamal , ,
. , , -
, . , EIGamal
$R$ , , EIGamal
.
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$r$ $(m, c)$ $R(r)$
. ( $R(r)$ $R(k_{\mathrm{P}}, ks’ r)$ , $k_{p}$ $k_{\epsilon}$
).
$R$ ElGamal . ElGamal
[8] .
: $g\in Z_{\mathrm{P}^{*}},$ $x\in Z_{p1}-$ , $y=g^{x}\mathrm{m}\mathrm{o}\mathrm{d} p$ . $\langle p,g,y)$
$x$ .
: , $r\in Z_{p-1}$ – . $m$
$E((p,g,y\rangle,m,r)=$ ($g’$ mod $p,$ $y^{r}m$ mod $p$)
.
: $(c_{m}, c_{r})$
$D((p,g,y),X, c_{m’ r}C)=c_{m}/(c_{r})^{x}$ mod $p$
.
$g,p,g^{x}\mathrm{m}\mathrm{o}\mathrm{d} p$ $x$ ,
.
ElGamal $R(\langle_{P,g},y\rangle,X,r)=g^{rx}$ , $D()=c_{m}/R()$
. , ElGamal . ,
ElGamal , - $(m, c)$ $R(r)$ .
, EIGamal .
, ElGamal ,




Theorem 1 $(E, D)$ , $D$ $R$ . ,
$f$ . $R\circ f\circ R^{-1}$ , $(E, D)$
.





} . , $m$ $a,$ $b,$ $s_{0}\in Z_{m}$ . , ,
. $[9, 12]$
.
, $f$ $f(r_{i})=ar_{i}+b\mathrm{m}\mathrm{o}\mathrm{d} n$ . $n$ $g$
. $R\circ f\circ R^{-}1(s)=sy^{b}a$ .
Corollary 2ElGamal ( $g$ ) .
, .
, . .
$\mathrm{D}\mathrm{L}$ ($g,p$, $\mathrm{m}\mathrm{o}\mathrm{d} p$ $y=g^{x}$ $x$ , . ,
DLLC $(g,p,y_{1},y_{2},y3)$ mod $P$ $y_{1}=g’,$ $y_{2}=g^{ar+b},$ $y_{3}=g^{a(b}ar+$) $+b$ $(a, b)$
. , $\mathrm{m}\mathrm{o}\mathrm{d} p$ .
, . $f$ $f’$ –
$h_{1},$ $h_{2}$ , $x$ , $f(x)=h_{2}(f’(h1(X)))$ .
$\leq_{m}^{\mathrm{F}\mathrm{P}}$ – . $f\leq_{m}^{\mathrm{p}\mathrm{P}}f’$ $f’\leq_{m}^{\mathrm{F}\mathrm{P}}f$ $f\equiv_{m}^{\mathrm{F}\mathrm{P}}f’$ .
Proposition 3 $\mathrm{D}\mathrm{L}\equiv_{m}^{\mathrm{F}\mathrm{P}}$ DLLC.
Proof DLLC $\leq_{m}^{\mathrm{p}\mathrm{p}}\mathrm{D}\llcorner$ . $\mathrm{D}\mathrm{L}\leq_{m}^{\mathrm{F}\mathrm{P}}$ DLLC . DLLC 7 $B(g,p,y_{1},y2,ys)$
, DL 7 $A(g,p,y)$ . $A$ $g,p,y$ $B(g,p,y, y^{3},y^{7})$
. $(a, b)$ . $b$ $A$ . . $y=g^{r}$
. , $ar+b=3r,$ $3ar+b=7r$ . $a=2,$ $b=r$
, $A$ DL .
Proposition . $R\circ f\mathrm{o}R^{-1}(S)=S^{a}y=b(g^{x})^{ar+b}$ , ,.





ElGamal $P$ , , $p-1$ . ElGamal
$Z_{\mathrm{p}-1}$ – , $p-1$ –
. . $q>p-1$ , $f$ $f(r:)=ari+b$
$\mathrm{m}\mathrm{o}\mathrm{d} q$ . $Z_{\mathrm{p}-1}$ ,
$t_{i}=\lfloor_{S_{1}}\cdot(p-1)/q\rfloor$
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. , – .
$\frac{\mathrm{z}}{p-1}t_{i}\leq r_{i}<\frac{\mathrm{Y}}{p-1}(ti+1)$
, $r_{i}$ $r_{i}$ $S_{i}$ $S_{i}$ $q/(p-1)$ .
$\frac{q}{p-1}t_{i}+c_{j}$ , $j=1,$ $\ldots,$ $|S_{i}|$
. $t_{i+1}$
$j=1,$ $\ldots,$ $|S_{i}|$$\lfloor$ ($( \frac{aq}{p-1}t_{i}+aC_{j}+b)$ $\mathrm{m}\mathrm{o}\mathrm{d} q$) $\frac{p-1}{q}\rfloor$ ,
– . t( .
$t(j)=ati+\lfloor(acj+b)(p-1)/q\rfloor \mathrm{m}\mathrm{o}\mathrm{d} (p-1)$
. $c_{j}$ ,







$j$ ( $0$ 1 ) .
Corolary 4 ElGamal ( $q$ ) . $q/p=$
$O(p_{\mathit{0}\iota}y(n))$ , .
4.3
, . $\mathrm{B}\mathrm{l}\mathrm{u}\mathrm{m}-\mathrm{M}\mathrm{i}_{\mathrm{C}\mathrm{a}\mathrm{l}\mathrm{i}}[3]$ $\mathrm{P}\mathrm{a}\mathrm{t}\mathrm{e}\mathrm{l}[13]$
$s_{i+1}=g\epsilon_{*}$ , $s_{i}$
. $r_{i+1}=g^{r_{*}}$ , $f(r_{i})=(g^{x})^{\mathrm{r}}$. .
$R\circ f\mathrm{o}R^{-1}(s)=(g^{x})^{\epsilon}$ .












. $R\circ f\circ R^{-1}$ .
, $\mathrm{E}\mathrm{G}(p,g, \mathrm{Y}, C_{1}, C1)$ , P $g,\mathrm{Y},$ $C_{1},$ $C2\in z*p$ , $\mathrm{Y}=g^{x}$ $C_{1}=g^{r},$ $C_{2}=mg^{xr}$
$(m, x,r)$ , $m\in Z_{\mathrm{p}}^{*}$ . ElGamal
. $\mathrm{D}\mathrm{H}(P,g, X,\mathrm{Y})$. , $P$ $g,X,$ $Y\in Z_{p}^{*}$ , $X=g^{x}$ $\mathrm{Y}=g^{y}$
($x$ , $g^{xy}$ . Diffie-Hellman [6]
. $\mathrm{D}\mathrm{H}\mathrm{E}(p,g,X,\mathrm{Y})$ , $P$ $g,X,$ $\mathrm{Y}\in z_{p}*$ , $X=g^{x}$ $\mathrm{Y}=g^{y}$ $(x,y)$
, $g^{x^{y}}$ . $\mathrm{D}\mathrm{H}\mathrm{E}^{\star}(p,g,x, \mathrm{Y})$ , $P$ $g,X,$ $\mathrm{Y}\in Z_{p}*$ ,
$X=g^{x}$ $\mathrm{Y}=g^{y}$ ($x$ , , $g^{x^{y}}$ , , $”\perp$”
. NXTR$(p,g, R,A, B)$ , $P$ $g,$ $R,$ $A,B\in Z_{\mathrm{p}}^{*}$ , $R=g^{g’}$
$A=g^{a},$ $B=g^{b}$ $(r,a, b)$ , $g^{g^{\mathrm{c}\prime+b}}$ . EIGamal
GEN-RND , ,
$R\circ f\circ R-1$ .
Theorem 6 $\mathrm{E}\mathrm{G}\equiv_{m}^{\mathrm{F}}\mathrm{p}\mathrm{D}\mathrm{H}\leq_{m}^{\mathrm{F}\mathrm{P}}\mathrm{D}\mathrm{H}\mathrm{E}^{\star}$ DHE $\equiv_{m}^{\mathrm{F}\mathrm{P}}$ NXTR $\leq_{m}^{\mathrm{p}\mathrm{p}}\mathrm{D}\llcorner$ .
Proof $\mathrm{D}\mathrm{H}\leq_{m}^{\mathrm{F}\mathrm{P}}\mathrm{D}\mathrm{H}\mathrm{E}^{\star}$ . $B(p,g,X, Y)$ $\mathrm{D}\mathrm{H}\mathrm{E}^{\star}$ . , DH
$A(p,g,X, Y)$ . $A$ .
Algorithm $A(p,g, X, \mathrm{Y})$ to solve DH
$z_{1}:=B(p,g^{2}, X, g)4$ ;
$z_{2}:=B(\mathrm{P},\mathit{9}^{2}, \mathrm{Y},g)4$ ;
if $z_{1}\neq\perp \mathrm{a}\mathrm{n}\mathrm{d}z_{2}\neq\perp \mathrm{t}\mathrm{h}\mathrm{e}\mathrm{n}$ output $B(p,g^{2},X\mathrm{Y},g^{4})/z_{1}z_{2}$ and hallt;
if $z_{1}=\perp \mathrm{a}\mathrm{n}\mathrm{d}z_{2}\neq\perp \mathrm{t}\mathrm{h}\mathrm{e}\mathrm{n}$ output $B(p,g^{2},X\mathrm{Y}g,\mathit{9}^{4})/B(p,g^{2}, xg,g)4z_{2}\mathrm{Y}$ and halt;
if $z_{1}\neq\perp \mathrm{a}\mathrm{n}\mathrm{d}z_{2}=\perp \mathrm{t}\mathrm{h}\mathrm{e}\mathrm{n}$ output $B(p,g^{2},x\mathrm{Y}g,\mathit{9}^{4})/B(p,g^{2}, Yg,g^{4})z1X$ and halt;
if $z_{1}=\perp \mathrm{a}\mathrm{n}\mathrm{d}z_{2}=\perp \mathrm{t}\mathrm{h}\mathrm{e}\mathrm{n}$ output $B(p,g^{2},X\mathrm{Y}g^{2},g^{4})/B(p,g^{2},Xg,g)4B(p,\mathit{9}^{2}, \mathrm{Y}g,g)4X\mathrm{Y}g$ and halt.
$P$ $z_{1}$ $z_{2}$
$\perp$ . $z_{1}=g^{x^{2}/2}$ $z_{2}=g^{v^{2}/2},$ $B(p,g^{2},X\mathrm{Y},g^{4})=$
$g^{(x+y)^{2}}/2$ , $A$ $g^{xy}$ , $A$ DH . ,$P$
$\#\mathrm{h}g^{2}$
$Z_{P}^{*}$ . $G=$ { $g^{i}$ : $i$ is even in $Z_{p-1}$ } .
$g^{2}$ $G$ . $A$ $B$ , $A$
3 $G$ . 4 , $z_{1}=\perp$ $z_{2}\neq\perp$
. . , $B(p,g^{2},X\mathrm{Y}g,\mathit{9}^{4})=g^{((x+1)y)/2}+2$
$B(p,g^{2}, x\mathit{9},g)4=g^{(x+1})2/2$ . ,
$A$ $g^{xy}$ , DH .
DHE $\leq_{m}^{\mathrm{F}\mathrm{P}}$ NXTR . $C(p,g,R, A, B)$ NXTR . DHE
$B(p,g,X,Y)$ . $B$ , $C(p,g,X, \mathrm{Y}, 1)$ ,
$w$ . $B$ $w$ $B$ . , $x=g^{z}$ .
$W=gff^{z_{\mathrm{V}}}=g^{(g^{z}})^{y}=g^{x^{y}}$ , 7 $B$ DHE .
NXTR. $\leq_{m}\mathrm{F}\mathrm{P}$ DHE . $B(p,g, X, Y)$ DHE . NXTR
$C(p,g,R, A, B)$ . $C$ $B(p,g,R, A)$ ,
$w$ . , $\mathrm{D}\mathrm{H}\leq_{m}^{\mathrm{F}\mathrm{P}}$ DHE $C$ $\mathrm{D}\mathrm{H}(p,g,w,g)B$ ,
$w’$ . $w=g^{(_{\mathit{9}^{r}})^{\Phi}}=g^{g^{pa}}$ $w’=g^{\mathit{9}^{ra}ff^{b}}=g^{\mathit{9}^{fa}}+b$
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. $–$ $C$ NXTR .
NXTR $\leq_{m}^{\mathrm{F}\mathrm{P}}$ DL . [15] , $\mathrm{E}\mathrm{G}\equiv_{m}^{\mathrm{F}\mathrm{P}}$ DH ,
.
, EIGamal GEN-RND (
) , .
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